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Very Short Introduction Into
EAP-TLS

® Authentication protocol for wired and wireless
networks

® EAP = Extensible Authentication Protocol
B EAP-TLS=TLS Iin EAP

B X.509 TLS Certificates used for user
authentication
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TPM and AlKs

® TPM = trusted module in almost every new
computer (hashing, signing, storage)

B AIK = Attestation ldentity Key
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AlIK Retrieval in Detall
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AlIK Retrieval in Detall

Module Platform
Certificate Certificate
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AlIK Retrieval in Detall

9 qa

1
O =0

Generate new AlK
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AlIK Retrieval in Detall

9 qa

pubAlK/ label/ AIK(Hash(PCA,label),pubAIK)/
Module, Platform, Conformance Certificate
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PAYATAYAYAYAY K(X) — x signed with key K
FAYAYAYAYAYAN )
AR K{x} — x encrypted with key K
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AlIK Retrieval in Detall

9 qa

pubAlK/ label/ AIK(Hash(PCA,label),pubAIK)/
Module, Platform, Conformance Certificate

0 i
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symkey{AIK Cert}/pubek{symkey,Hash(pubAIK)}
-

FAYAYAYAYAYAY K(X) — X Slg ned with key K
FAVAYAVAYAVAN )

AR K{x} — x encrypted with key K
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Protocol Model

Client =(X,Y)]
newA g ;
send X’, }A", Ay, "label”,
SIG;!X (HASH(I;’._ "label”), Ay ), SIGTPME(XfEX)*
SIG (X, Pg), SIG 45(X,Cy);
receive Y, X .encaik, encsym;
match encsym/ENC By (symkey, HASH (Ay));
symkey, hash := dec ENC"EX (symkey, HASH(A)),E
match hash/HASH(Ag);
match encaik/EN Csympey (STGy (X A g);
cert := dec ENCsympey(SIGy (X, Ag)), symkey; | x

X
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Server =(Y)[

receive X,Y, A 5+ label”  aiksig, certek, certp, certcon f;
match m’ksig/SIG_ix (HASH(Ky,"label”), Ay );
match certek/SIGypyp(X. Ex);

verify SIG . pa (X, Ex), TPME;

match ce?‘tp/SIGPAE(X.‘ Be);

verify SIG pp(X , Py), PE;

match certconf /S1G (X, Cy);

verify SIG (X, Cy), CE;

aike := sign (X, Az), Y;

new symkey;

send V, X, ENCyymiey(aike), ENCg. (symkey, HASH(Az)); Iy
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Correctness Proof

® Since X is honest, and since the predicates are ordered, the actions
are ordered as well.

Send(X, XV, Ay "label” SIG 5 (HASH(Y ! label”), A),
5 -’\,_ X q 'f '*"_,. —y

SIGpy (X, Eg), SIGg(X, Py), SIG 35 (X, Cy) <

Receive(X,Y , X, ENCyymiey (SIGy (X, Ag)), ENCg, (symkey, HASH (Ay)))
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Correctness Proof

®  Since X is honest, and since the predicates are ordered, the actions are ordered as well.

® Since sender and receiver are located on different machines and
since X is honest, X knows — after receiving the AIK certificate —
that there is some other entity who generated and send out the
message.

0. erolreceive Y. X, encai k., encsym;

match encsym/E NC—TE . (symkey, HASH(Ay));

match rurmrk/ET symkey(SIG (X, 43 S HP

Receive(X,Y, X, ENCE, (symkey, HA%’H(fiX)) ENC Sym;gey{bffz(Y A¢)))) D
Send(Z,Z., X, E\TCE}Q(E{HF?;LLU HASH(A4)), ENCyymkey (SIG, (X,A4 <)) A
(Send(Z. Z A E\T(E (symkey, HASH(A)), EN Csympey( “IGZ{X Ag))) <
Receive(X. ZX. ENCE, (symkey, HASH(Ax)), EN Csympey(S1G (X_A ))))
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Correctness Proof

®  Since X is honest, and since the predicates are ordered, the actions are ordered as well.

B Since sender and receiver are located on different machines and since X is honest, X
knows — after receiving the AIK certificate — that there is some other entity who generated
and send out the message.

® |f an entity Z is able to encrypt data with a key K, it needs to have
the data as well as the key K.

Hu.ﬂ;(Z" E-"\T('-*E (symkey, HASH(Ay))) = H(;ﬁ(Zﬁ. symkey) N
Has(Z. H45H(4 )) A Has(Z,E):;

Has(Z,HASH(Ay)) = Has(Z,Az);

Has(Z. Ei\'(.-ﬁymkey( I(TZ(X Ay))) = Has(Z, symkey) N Has(Z
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Correctness Proof

®  Since X is honest, and since the predicates are ordered, the actions are ordered as well.

B Since sender and receiver are located on different machines and since X is honest, X
knows — after receiving the AIK certificate — that there is some other entity who generated
and send out the message.

B |f an entity Z is able to encrypt data with a key K, it needs to have the data as well as the
key K.

® If an entity has symkey, it either created or decrypted it. The latter
iImplies that another entity created and sent it.

Hfm(f symhkey) = -'\'Tr;u'{Z. sym l’r—*-’g) V
Decrypts(Z, ENCE,, (symkey, HASH(A))) D Z = X V 3Z.New(Z, symkey)
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Correctness Proof

® Since sender and receiver are located on different machines and
since did not send those messages, the entity cannot be X.

0. crolreceive Y. X, encaik, encsym; | x

Honest(X) N h
Receive(X,Y ,X,ENCEg, (symkey, HASH(Ay)), EN Csymrey(S1G3(X,Ax))) D
% £.X
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Correctness Proof

®  Since sender and receiver are located on different machines and since did not send those
messages, the entity cannot be X.

® Since Y generates symkey and sends it only encrypted (decryptable
by X only), the entity must be Y.

Honest(X) AN Honest(Y) D
37 .Has(Z, ENCg(symkey, HASH(Ag))) N
Has(Z, ENCyymiey (SIGy (X, A%))) A

Send(Z, 7 o ENCE, (symkey, HASH(Ag)), EN Csymkey (S1Gy (X, Az))) A
=
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Correctness Proof

B  Since sender and receiver are located on different machines and since did not send those
messages, the entity cannot be X.

B Since Y generates symkey and sends it only encrypted (decryptable by X only), the entity
must be Y.

B Since X is honest, it received the message from Y only after Y
encrypted and sent it.

Hmmaﬂl\} A Hone st(Y) D
Send(Y, ¥ X BN Ex(aymflf*y H4bH(A )) |y f 6 ML | “’IG‘Z{X <)) <

Rf{_,f.--z.z-f:-(X.} .X.ENCEX(bymhﬁy.HAS (A5 )} ENC anitey (SI6 S (X A5 %))
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Correctness Proof

B  Since sender and receiver are located on different machines and since did not send those
messages, the entity cannot be X.

B Since Y generates symkey and sends it only encrypted (decryptable by X only), the entity
must be Y.

B Since X is honest, it received the message from Y only after Y encrypted and sent it.

B Since the message sent by Y requires Y to process data sent by X,
Y has a valid sequence too.

Hone af(i) A Honest(Y) D -
annf(} 51 b 2 Ay ‘S'ICTTPUE(K E. ) 8108 (X, P), SIG 5 (l Cz)) <
Send(Y, Y ,l ENC EX(HU?HJE.H; HAbH(AX)) ENC symkey(bfGy(l-A )
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Correctness Proof

B  Since sender and receiver are located on different machines and since did not send those
messages, the entity cannot be X.

B Since Y generates symkey and sends it only encrypted (decryptable by X only), the entity
must be Y.

B Since X is honest, it received the message from Y only after Y encrypted and sent it.

®  Since the message sent by Y requires Y to process data sent by X, Y has a valid
sequence too.

® The certificate request protocol is correct.
” The client is communicating with the PCA.
” The messages sent by the PCA are meant for the client.
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EAP-TLS with AIK
Certificates

® Trusted certificate retrieval without the need for
user interaction

® Allow to run the certificate requesting during the
TLS handshake after the server announced his
acceptable CAs
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Correctness Proof
TLS Invariants
® No other protocol should create and send out the

finished message.

® The TLS secret is not transmitted over a hidden
channel.
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Correctness Proof
TLS Invariants

® No other protocol should create and send out the
finished message.

® The TLS secret is not transmitted over a hidden
channel.

® Not affected by certificate request protocol.
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Implementation

® GnuTLS handshake callbacks
® \Webserver as PCA with REST API

$CLIENTREQ="zero-request.pem";
$CLIENTCERT="zero-cert.pem";
$CACERT = "ca.pem";

$CAKEY = "ca-key.pem";

$target_path="./";
$target_path = $target_path . basename($_FILES['uploadedfile’]['name’);

if(move_uploaded_file($_FILES['uploadedfile’]['tmp_name’], $target_path)) {
$cmd="certtool --generate-certificate --load-request ".$CLIENTREQ." --outfile ".$CLIENTCERT.
" --load-ca-certificate ".$CACERT." --load-ca-privkey ".$CAKEY." --template certtool.cfg";
system($cmd);
header('Content-type: application/octet-stream’);
header('Content-Disposition: attachment; flename="zero-cert.pem");
readfile('zero-cert.pem’);
ravavavaaval } else
FAYAYAYAYAYAN " ] " .
nanvy  echo "There was an error uploading the file, please try again!™;
FAYAYAYAN
Fa¥a\ } .
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Evaluation

fimea in millissconds
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Questions?

Thanks for your attention.
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