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Abstract—Compared to many 802.11 based networks, GSM specified, all having their specific drawbacks: either they d
has an significant advantage. In contrast to 802.11, GSM pro- not scale well, are not as secure as promised, cannot be
vides a standardized authentication scheme, which requigno automated, or are two complicated to configure for naivesuse
configuration on the end user’s side, but still allows intermtional - ’ .
roaming. GSM does this by using a trusted module within each To put it short_, common 802.1X authentication methods are fa
client: a subscriber identification module. away from being as comfortable as GSM. In order to overcome

In contrast to the comparable heavy GSM standard, the early these problems, in 2007 the authors of this paper proposed
802.11 standards focused on data transmission within smaibcal  to integrate a Trusted Platform Module (TPM) into EAP-
area networks, therefore omitting a secure and simple to use | g [1]. EAP-TLS - the TLS integration into the Extensible
authentication mechanism. This caused several different ral L -
partly incompatible authentication schemes to evolve, raging Authentication Prot_ocol (EAP) '_'S one _Of the most secure
from Simple password based |Ogin pages to Certiﬁcate based 8021)( authent|cat|0n pI’OtOCO|S |f Used N mutual mOde, but
mutual authentication protocols. the need for X.509 certificates on the client side makes it

While these protocols can provide state of the art secure yncomfortable for the user.
authentication they are, from a user’'s point of view, almost

unacceptable complex, especially if used in an ad-hoc manne o .
outside an corporate environment. The TPM as specified by the Trusted Computing Group

Trusted platform modules, as part of any modern computer, (TCG) [2] comes with a certificate infrastructure. The medul
can reduce the user's overhead to establish a secure 802.11may request so called identities, which are X.509 certiégat
based connection dramatically by providing secure, potemdlly — attesting that a TPM is genuine and correct but give no hint
anonymous identities. As shown in this paper this approachan  gnout which TPM it is. Using such identities, a TPM may

be further extended by using an modified TLS handshake, al- . . . :
lowing an automated, on-the-fly retrieval of required credentials. use a different identity for different purposes and the only

Together with the trusted platform modules, this extensioncan thing the counterpart knows, is that it speaks with a genuine
provide a full fledged zero configuration authentication for802.11 and correctly implemented TPM. The identity retrieval s
networks. does not require user interaction like the “normal” X.509
Keywords: EAP, TPM, 802.1X, TLS, GSM certification process does. Therefore it is more comfoetabl
for the naive user to use TPM identities with EAP-TLS than
using “normal” X.509 certificates.
The emergence of 802.11 enabled mobile phones lead to the
desire of using Voice over IP (VOIP) over WLAN services This paper presents another extension to this so called EAP-
instead of the Global System for Mobile Communication§PM authentication protocol. In the past approach, the user
(GSM), but everyone who ever tried to configure his 802.1Had to request its identity before connecting to an EAP-TPM
enabled mobile phone to use it with an public wireless hdtspsecured network. The extension presented in this papavsllo
knows, that there is still a big difference between GSM artd connectin an ad-hoc manner and retrieve the neededtiglenti
802.11 based networks. A GSM based mobile phone worés-the-fly using a modified TLS handshake in order to provide
without any configuration by the user. He just buys it and usesfull fledged zero configuration authentication protocal fo
it, whereas 802.11 based mobile phones have to be configudé@.11 based networks.
manually for every public wireless LAN, they should connect
to. The reason for the difference lies in the early standardsThe paper starts with an introduction into GSM in order to
for GSM and 802.11. GSM came with an identity on evergutline its advantages for the user, followed by an overview
device - the subscriber identity module (SIM) - whereas 802. over commonly used 802.1X authentication protocols. Itsgoe
did not specify any authentication in its first specificatioron with a section over EAP-TPM and present its proposed
Meanwhile several 802.1X authentication protocols havenbeextension in detail and ends with a conclusion.

I. INTRODUCTION



[I. GSM NETWORKS of advertising. Because of the latter fact, it is not possibl

Global System for Mobile Communications (GSM) [3] ifo automate this quin process as it was poss_ible with WEE.
one of the world’s standards for mobile phones. While offgri " 9eneral the captive portals have the same disadvantege i
rather limited transmission speeds only, GSM allows fQVEP: all the users have to be known before they connect to the

seamless hand-overs between base stations and inteaiatiBﬁtwork' but they have the _adv_antage of rea_lly authentigati
roaming. GSM enforces cryptographic authentication of tHf1€ user. However authenticating a user using username and
mobile end device and encrypted sessions. password requires - depending on the network size - a rather

Even if GSM is a 20 year old standard and the cryptograpHFUge database on the server side, leading to a rather bad

methods used within cannot provide state of the art securﬁal","b_i"ty' i
the set of feature’s GSM provides are quite convincing, €spe WiFi Protected Access (WPA) [5] was the first protocol that

cially since all this is possible with no configuration regai ti€d to overcome the security problems of WEP. In 2004, the
on the user’s side. new 802.11i standard has been released [6], which included

This zero-configuration capability of GSM is achieved b better version of WPA, called WPA2. As with W'_EP' using
adding a cryptographic device, a subscriber identificati PA or WPA2 does not allow to authenticate one single user,

module (SIM) to the mobile phone. The SIM card stores @e algorithm uses simply one key for all the participants of

set of algorithms and credentials, which allow to autheéic & NEWOrk. In ordr(]er to authﬁlntlcati one single user, 802.11i
the mobile end device and to generate keys for the later sBEQPOSES to use the Extensible Authentication ProtocoREA

sion encryption. Besides the International Mobile Sultari using WPA2 only to keep track _Of the asso<_:|at|_0ns. EAP is
Identity (IMSI). the SIM card contains a shared sedetand as the name suggest an extensible authentication framework
a set of secret algorithma,, * that allows to integrate almost every known authentication
n - . . .
A device is only allowed to authenticate to the network if QrOtOCOL ranging from simple password based algorithms to
signed response, calculated withy out of i, and a random certificate based mutual authentication protocols. EARopro
1 K2

numberRAN D, which has been transmitted by the networl&OIS based on passwords like EAP-MDS [7] again have a bad

matches the result of a similar calculation in authentizati SC&aPility an_d_ do not allow a user to connect in an_ad-hoc
center. RAND is further used with an algorithmig to manner. Certificate based mutual authentication protdit@s

; : : EAP-TLS [8] do not have those limitations. As certificates ar

enerate cipher keys for the algorithAy, which encrypts - . e .

?he data traﬁsmissign during a p?mne call P transmitted in the beginning of every TLS handshake, there i
From a user's view the exchange of ke.ys does not requ o need to maintain a user database on the server side, which

any action, but all which is required is plugging in a S eads to a good scalability. But in order to provide an ad-hoc

card into a phone to activate the device. However, the ricdy
feature set of GSM comes at a certain cost. GSM is definitivé?‘
not a system, which can be used and operated like 802! SR
based networks, by any advanced computer user. GSM -h.oc agthentlca'uon Is still aﬂproblem. Eurthermqre, whe
been defined to allow nationwide operators to build up Ceg/_eahng with normal X.509 certificates, for instance issbgd

trally managed wireless networks for mobile voice and dal a@riSign [9], the user has to go through a rather complicated

communication, without any respect regarding locally apexut retrieval Echelgs. U(Sj“a"h¥ hhe.has to prfove E:S |de(;1t|ty STIQW
wireless networks on a semi-professional level. a copy of his |D card, which Is uncomiortable and usually too

complicated for a naive user

thentication, the user has to know the acceptable Catéfic
thorities (CAs) in advance and has to have already a
509 certificate issued by one of those CAs. That means, the

I11. 802.11 NETWORKS Summarizing, one can say, that 802.1X authentication meth-
When 802.11 legacy was first introduced in 1997 [4], | dSsMare mostly not really usable for a VOIP setup similar to

only specified protocols for the data transmission, whictle
to the emergence of several different, incompatible authen IV. EAP-TPM
tication protocols. The first popular authentication poaoto .
called Wired Equivalent Privacy (WEP) only came in 199 In 2007, the authors of this wor_k propos_e_d to use Truste_d
[4]. Because of several severe security flaws, WEP beca%lé\tform_Modgles (TPMs) to _retrleve certificates automati-
depreciated in 2001. Beside the security problems, in amler®® Ir{' which W”l then bfe lfjsed n EtAP-'ll'LS [1'[].t'ln ZOrC‘;jEj,d.the
get the key, the users have to be known in advance. Last,aélé ors present a proof-ot-conceptimpleémentation a 5

the WEP key is the same for every user in the network, it }Qe need for a new type of certificates [10]. The reason for the
not useful to authenticate single users " need for new certificates lies in the certificate retrievalggiss

Another popular 802.11 authentication mechanism are ca&;-the TPMs explained below.

tive portals. Such portals filter the network traffic and ¢iyp A. The Trusted Platform Module (TPM)

;LO%SGF;&%? fl?sr i\éee%;r?]v; l;snedr. Ussus%yg}éh:nggé?spg gi ZSlTCS)ln 2002, the Trusted Computing Group (TCG) introduced a
P plays a2y security module called Trusted Platform Module (TPM)
1COMP128 an implementation of theds and Ag algorithm became [2] A TPM is a module that is usua"y attached to the

public in 1998 motherboard, providing cryptographic functions and secur



key storage. Furthermore, the module may be used to colledtPM_NONCE data;

and report integrity measurements, for instance at boat timBOOL parentPCRStatus;

to enable a so called trusted boot. Another applicationfer t UINT32 PCRInfoSize;

TPM are trusted network connections. A client that connect$size_is(pcrinfoSize)] BYTE * PCRInfo;

to a certain server may request the server’s integrity measu} TPM_CERTIFY_INFO;

ments from the server’s TPM in order to decide whether to . L . .

trust this server or not. The server may do the same with theThe key's p_ro_pertles mcIut_je key features_hke the_S|greatur
client. scheme, but it is also possible to include information about

The TPM has also some other nice features for instance {ﬁg platform's state. If this so calleBCRInfo is present,

. . . . . the key can only be used if the platform is in the state,
ability to be |dent|f_|ed uniquely all over the world. For thlsthe Platform Configuration Register (PCR) specifies. The
purpose the TPM includes a so called endorsement key

; ) i~ . 5PA_CERTIFY_INFOstructure will be hashed using SHA-
whose private key is never released. Additionally therénés t1 and sianed by the identity kev. The sianature is also reirn
possibility to retrieve new identities for a TPM. That mean 9 y Y KeY. 9

that a TPM can use different identities for different purgms B_y Tsp|_Key__Cert|_nyey - The formal.certlﬂcate defini-
. . ; tion as described in [10] looks as follows:
The user may use one identity for e-Banking and another

one for online-shopping. Those identities are X.509 cedils Certificate ::= SEQUENCE {

issued by a special Certificate Authority (CA) called Privac parentSerialNumber CertificateSerialNr,

CA (PCA). pubKey OCTET STRING,
When a TPM is delivered, it comes with some certificatespmCertificate TPMCertificate,

indicating that it is a module operating and deployed adogrd = signatureValue BIT STRING

to the standard. In order to request a new identity, the TPM

sends those certificates in conjunction with the public paa ) -~

newly generated RSA key to the PCA. The PCA then checksWith TPMCertificate

all those certificates and issues the new identity. Add#ign +pp\certificate = SEQUENCE {
there is the possibility to include platform integrity maess versionMajor OCTET,

ments into this new certificate in order to be able to veriy th | o sionMinor OCTET,

trusted state of this platform. versionRevMajor OCTET,
B. Integrating the TPM into TLS ﬁg;ﬂigggvgggéf (é-l'l-'ER-IrNG
As explained above in order to request a new identity - thakeyFlags OCTET STRING,
is a new X.509 certificate - amongst others the TPM sends thauthDataUsage OCTET,
certificates that verify its correctness to the Privacy CEAR. algorithmID OCTET STRING,
Checking those certificates by a PCA is similar to checkimg th encScheme OCTET STRING,
copy of the ID card by a normal CA, but the TPM proceduresigScheme OCTET STRING,
has the advantage of not relying on human interaction, whiclparmSize INTEGER,
means, that the process can be automated. The certificgparms [0] OCTET STRING OPTIONAL,
the PCA issues in this process is a valid X.509 certificate]f not present,parmSize MUST be O0--
but the key, that belongs to that certificate is restricted tqpubkeyDigest OCTET STRING,
simple SHA-1 signing. Therefore this so called identity keynonce OCTET STRING,
cannot be used to sign new X.509 certificate or in a TLSparentPCRStatus BOOLEAN,
handshake. So as to use this certificate anyway in order tBCRInfoSize [1] INTEGER OPTIONAL,
reduce the user’s overhead to retrieve the TLS preregsijsitelf not present,parentPCRStatus
the authors of [10] propose to generate new keys and certify MUST be FALSE --
that those new keys belong to a TPM with a certain identityPCRInfo [2] OCTET STRING OPTIONAL,
The TCG's software stack (TSS) [11] provides a functiorlf not present,parentPCRStatus
called Tspi_Key_CertifyKey . This methods returns the MUST be FALSE --
key’s signature and thECPA_CERTIFY_INFOstructure that }

carries the new key’s properties: . - .
y's prop This TPM certificate states that a key belongs to a certain

typedef struct tdTPM_CERTIFY_INFO { TPM as it is signed with the TPM’s identity key. Furthermore,
TPM_STRUCT_VER version; the TPMCertificate structure carries all the information
TPM_KEY_USAGE keyUsage; included in theTCPA_CERTIFY_INFO structure. Together
TPM_KEY_FLAGS keyFlags; with the identity certificate, this certificate forms a tect
TPM_AUTH_DATA_USAGE authDataUsage; chain, which may then be used in the TLS handshake, but as
TPM_KEY_PARMS algorithmParms; those certificates are no X.509 certificates and TLS requires

TPM_DIGEST pubkeyDigest; X.509 certificates [12], an EAP-TLS based authentication
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Handshake: Finished

_ o 3 indicate a session to resume (has to be omitted for new ses-
Fig. 1. Timeline Unmodified SSL Handshake sions), the supported cipher suites and the supported esmpr
sion algorithms. The server responds witlfsarverHello

protocol based on those certificates is not really TLS anmo,;nessage containing the protocol's version number on the

Therefore, the authors of [10] decided to call this protocglervers side, a random number, the session id, that_may be
EAP-TPM. used by the client to resume that session at a later time, the

For the sake of completeness, it has to be mentions pported cipher suites and the supported compression algo

that there is another solution to this problem called supthms. Afterwards, the server sends its own X.509 certiéica
message. As EAP-TPM uses mutual

ject Key Attestation Evidence (SKAE) [13]. SKAE solved" the Qertificate ; o
the problem by defining a new X.509 extension, thaﬁuthentlcatmn,the next step is tlertificateRequest

carries the TCPA_CERTIFY_INFO structure returned by message in order to request the client’s certificate. Beside
Tspi_Key_CertifyIZey The whole process is more Com_|nclud|ng the type of the requested certificate - the senay m

plicated than the certification process proposed in [10]. Grose btehtween R?Ablang E SSUS|gr:Iatutrr:e_s }thte server rrt;ay also
starts with the identity retrieval as usual. After havingtsu specify the aCC(lap ?_. € SZ.L _sua; y, this fea uc;e IssngLuiZ
an identity, a new key will be created and certified using th € most popular Linux Implementation Open [ ]
identity key. The client generates a certificate requedt tie oes not even |mpleme_znt the sending of acceptgble CAs F'"
certified key and sends it to a SKAE extension aware CA thapW: The authors of this work propose to use this feature in

signs it. The X.509 certificate with the SKAE Extension magrder _to deploy a zero ppnfiguration authentication prdt_oco
now be used for authentication purposes. or this purpose, th€ertificateRequest message WI|.|
The SKAE approach needs modifications on the client al gt only contain accept_able CA.S but a_llso acceptable Pnyacy
server side and on the CA to handle the new X.509 extensiof{,"> (PCAs). After having rece|ved_th|s message, the client
whereas EAP-TPM only needs a modified client and servi s to check whether he has an identity issued by one .Of
Modifying CAs is a problem as a network operator has ose PCAs or not. In case h_e does not have such an .|dent|ty,
influence on them (at least, he should not have any influengé may request a new identity on-the-fly and go on with the

Therefore only modifying client and server will have a skort h n_dshake afterwards. ) .
time-to-market. Figure 2 shows the details of the modified handshake

described above. As in a unmodified TLS handshake, it starts
V. A ZERO CONFIGURATION SCHEME FOR802.11 with a ClientHello and aServerHello . Afterwards,
NETWORKS the server sends th€ertificate message followed by
EAP-TPM still requires certificates before starting an au CertificateRequest containing the acceptable PCAs.
thentication sequence. In order to extend EAP-TPM to &he structure ofCertificateRequest does not change:
real zero configuration authentication scheme, there has to truct
some kind of automatic certificate retrieval during the TL§ rue { o
handshake ClientCertificate Type
' ifi <1..2°8-1>;
Figure 1 shows the timeline of a standard SSL/TLS hand- . _certl_ﬁcate_types 1.278-1>;
. . . DistinguishedName
shake used in the first version of EAP-TPM. The handshake o o ~ )
. . L . certificate_authorities<3..2716-1>;
starts with theClientHello message containing the versio ertificateRequest
of the SSL protocol on the client’s side, a random number t a% q
will be used to generate session keys, a session id in ordertdhe PCAs have to be specified in the
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certificate_authorities

The ServerHelloDone
Now, the client has to check whether he has an appropriate
identity or not. In case he has one, the handshake goes on
as shown in Figure 1, but in case he does not own such an’
identity, it sends an alert messatSuchCertificate

The general structure of an alert message in SSL looks

section of this message.

indicates the end of the handshake. |

o
T

T T
identity retrieval
create TPM certificate

follows:

struct {
AlertLevel level;
AlertDescription description;
JAlert

is defined as
enum{warning(1),fatal(2),(255)}AlertLevel;
For the NoSuchCertificate

whereAlertLevel

alert, anAlertLevel

time in seﬁgnds
(S

w
=]
T
N
~

10| /

0 1 2 3 4 5 6 7 8 9
Fig. 3. Time needed to generate new identity certificate

of warning would be appropriate because according to the

TLS standard, an alert message with the Idatdhl
an immediate shutdown of the session [12].

For the alert description, TLS defines already 24 fixe

possibilities:

enum {
close_notify(0),
unexpected_message(10),
bad_record_mac(20),
decryption_failed(21),
record_overflow(22),
decompression_failure(30),
handshake_failure(40),
no_certificate(41),
bad_certificate(42),
unsupported_certificate(43),
certificate_revoked(44),
certificate_expired(45),
certificate_unknown(46),
illegal_parameter(46),
unknown_ca(48),
access_denied(49),
decode_error(50),
decrypt_error(51),
export_restriction(60),
protocol_version(70),
insufficient_security(71),
internal_error(80),
user_cancelled(90),
no_renegotiation(100),
(255)

} AlertDescription;

The no_certificate

option was only supported in

causes PCA he wants to use:

Jruct {
opaque privacy_ ca<l1..2"16-1>;
INeedCertificate

Now, the server sets a rule to allow an unauthenticated
and unsecured connection to this certain PCA and sends a
RequestCertificate message to the client to tell him,
he is allowed to contact the PCA:

struct {

ConnectionAllowed allowed:;
opaque privacy_ ca<l1..2"16-1>;
}RequestCertificateq

with ConnectionAllowed
enum{true(1),false(2)}ConnectionAllowed;

The reply from the server also includes the desired Privacy
CA (PCA) in order to have some kind of acknowledgment.
In case the replied PCA value does not match the requested
value, the client knows that something went wrong during the
handshake and has to shutdown the authentication sessgion. |
case, the values match, the client may request its new fgenti
by sending an identity request to the desired Privacy CA
(PCA), which then issues a new identity. Afterwards, therdli
has to generate a new RSA key pair and certify it using the
new identity as described in [10]. Now, the handshake goes on
where it stopped. In the original SSL/TLS handshake shown
in Figure 1, the finalFinished message includes digests
over all the handshake messages in order to prove inteQity.
course, all those new handshake messages have to be included
into the digest too.

The server may analyze the connection between the client

SSLv3 but indicates exactly the problem the authors want amd the PCA. Hence, he knows when the client received its
indicate. Therefore, they propose to implement that optiorew identity and may close its ports again. After having etbs

also in TLS and use it to indicate that the client missahat connection he has to start a timer as the client has to
an appropriate certificate. Afterwards, the client has tadsegenerate a new RSA key pair and a new TPM certificate before

NeedCertificate

message in order to determine whiclgoing on with the handshake. If this timer exceeds a certain



Privacy CA which makes it easier for naive users to use TLS with

‘ mutual authentication. While the first version of EAP-TPM

Create 2048 Bt RSA Key still required the user to trigger the certification procesfore
eaita oty st connecting to the secured network, the actual paper prepose
ey oneated publc ke to extend EAP-TPM with an extended TLS handshake that

newly generated public key)

allows to request certificates on-the-fly during authetitice
Implementing this extension allows the users to connect to
EAP-TPM secured hotspots without any prerequisites. Like i
GSM, buying a TPM equipped device is sufficient to make
use of the network. The TPM in 802.11 based networks will

Load Key nto TP take the role of the SIM in GSM networks.

ey Even if the authors describe the TPM as being the equivalent

: to SIM cards in 802.11 networks, using the TPM identities

Coad New Koy o ToM. allows to have real anonymity in VOIP, which was never

“reaerouir possible in GSM with only one SIM as one SIM can only carry

| one identity. If somebody wanted to have several identities

in a GSM network, he had to use several SIM cards. Using

Fig. 4. Certificate Generation Process a TPM allows to have several identities on one TPM. The
authentication server will not be able to map several idiesti

to one TPM. The only instance that is able to map them is

threshold, the server has to shutdown the handshake. the Privacy CA, which is a trusted third party. That means,

Figure 3 shows the time needed to request a new ident8g2.11 networks using the proposed EAP-TPM authentication
certificate fromwww.privacyca.com  and the time needed protocol including the extended TLS handshake do provide
to create and certify a new key using the identity key. more comfort than GSM networks.

As shown in Figure 4, the time to request a new identity
includes the time needed to collect all the information nec-
essary to send to the Privacy CA (PCA), the time needé&d C. Latze, U. Ultes-Nitsche, and F. Baumgartrigrong Mutual Authenti-
to create a new identity key, that will be certified and the gﬁt'g:)f't’lvzrlése{efgfgrﬂ'r{]mé’a't?oﬁgPalfgmgﬁg;am:xgﬁgmCe
communication with the PCA. Furthermore, the new identity 2007), Split - Dubrovnik, Croatia, September 2007
has to be activated and registered with the TCG softward stdd The Trusted Computing Grouplrusted Computing Platform Alliance
in order to use it. It has.to be mentioned, that at ,the moment %Lipléargﬂpéggns$:ggg§ﬁﬁn\ilsgzl(())r?s1§$8§1rdisatioritmmGIobal Sys-
TPM manufacturer delivers already all the certificates rded tem for Mobile Communications - Phase Http://www.etsi.org
to request an identity. Therefore, the identity retrieveéddiin [4] IEEE 802.11 - The Working Group Setting the Standards folelss
the_ measurements included generating so_me fa_ke Certﬂjcaﬁ ILEAE’\IES ggﬁ:‘gﬂig?psegéie;;(érgégrgtlapnség(r); /flolr Information technology -
which causes higher delays than there will be in the future. Telecommunication and information exchange between regstel.ocal

That means that the current measurements can be seen as a&nd metropolitan area networks - Specific requirements -t P:
upper limit Wireless LAN Medium Access Control (MAC) and Physical L&pétY)

) . ) . Specifications 2007
The second graph of Figure 3 includes the time needed[ép IEEE Computer Societ)EEE Standard for Local and metropolitan area

create a new RSA key pair and the time needed to Certig networks - Port-Based Network Acccess Cont2fl04

. . f . : : L. Blunk and J. Vollbrecht,PPP Extensible Authentication Protocol
this new key using the identity key as shown in Figure 4. ™ EAP) RFC 2284, 1998

graph shows that the average time needed to generate a TBMs. Aboba and D. SimonPPP EAP TLS Authentication Protocol
certificate is around 30 seconds. A timer on the server hasl%b VeriSign - Security (SSL Certificates), Intelligent Comitations, and

ot . ; Identity Protection http://www.verisign.com
respect this time; however, there may be certain reasonsaw 0] C. Latze and U. Ultes-Nitsched Proof-of-Concept Implementation of

client is not able to send its certificate within this timedtitst EAP-TLS with TPM supparf7th Annual ISSA Conference (ISSA 2008),
of all, there may be simple technical problems on the client Johannesburg, South-Africa, July 2008, to be published

. . . : - ] The Trusted Computing GroupCG Software Stack (TSS) Specification
side causing the key generating to fail. Second, it may bd'd Version 1.2 Level 12006

very slow client. In the latter case, the client may start & ng12] T. Dierks and C. AllenThe TLS Protocol Version 10999
TLS handshake after having finished its key generation. As B8] TCG Infrastructure WorkgroupSubject Key Attestation Evidence

: e f ; Extension Specification Version 1.0, 16 June 2005, https://www.
now has already an appropriate certificate, this handshdke w trustedcomputinggroup.org/specs/IWG/

succeed. [14] Openssl: The Open Source Toolkit for SSL/Thifp://www.openssl.org
[15] Privacy CA http://www.privacyca.com
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VI. CONCLUSION

This paper presents a zero configuration authentication
scheme for 802.11 based networks. The authors propose to
extend the formerly presented EAP-TPM protocol. This pro-
tocol allows to use TPM certificates in a TLS authentication,



